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Abstract:

This essay seeks the position of Islamic Law towards mass surveillance or al-
muraqabah al-jumhiriyyah. Mass surveillance was defined as government use of
electronic devices to monitor most or all of the population to prevent terrorism and
maintain security. Surveillance discussion in Islamic Law diverges from tajassus
because the latter was categorically prohibited against Muslims, and traditional
books focused on the ruling of captured enemy spies. Electronic surveillance may
be public with cameras and recording devices easily seen or assumed to be behind
mirrors and screens. Private surveillance is using privately owned devices to
record its owners’ conversations or capture images without their permission or
knowledge. A third form of mass surveillance is the collection of usage data from
personal electronic devices.

This essay concludes that public surveillance most closely resembles the

Institution of Zisbah, strictly monitoring public actions and discourse, and is
likewise encouraged in Islam. Mass surveillance through privately-owned
equipment should be forbidden and discredited for the same reason tajassus
against Muslims is forbidden. Furthermore, it has proven ineffective in stopping
terrorism, violates human rights, promotes academic self-censorship, leads
ordinary citizens to public immorality after giving up on their privacy, and unfairly
targets practicing Muslims which makes practicing Islam appear suspect.

The ability to take over a device remotely should be prevented as much as possible
to prevent widespread illegal hacking. Nonetheless, if government agencies have
that ability, it should only be evoked when strong suspicion to a major
unrepairable crime exists, to aid law enforcement before acting. The essay finally
advises forming a committee of Islamic scholars to serve as middlemen in seeking
the keys and permission to use this ability.
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